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ABSTRACT: Smartphones store sensitive personal, financial, and confidential data, making them frequent targets for
theft and unauthorized access. Traditional security methods such as PINs, passwords, and biometrics mainly prevent
entry but offer limited protection after repeated intrusion attempts. This paper presents DarkShield, an Android-based
intrusion detection and anti-theft system that proactively detects suspicious unlock attempts and alerts the rightful
owner. When multiple incorrect PIN or password entries are detected, the system captures the intruder’s image,
retrieves the current GPS location, uploads the evidence to cloud storage, and sends alerts through SMS and email.
SMS notifications include the location and image link, while emails contain location details and the captured image as
an attachment. The system also supports offline SMS alerts, online email notifications, and SIM change detection for
unauthorized SIM replacement. To reduce false alerts, a machine learning-based face recognition module verifies
whether the captured face matches the authorized user. By integrating evidence capture, location tracking, dual alert
mechanisms, SIM monitoring, and intelligent face verification, DarkShield provides an effective solution for
smartphone theft detection and unauthorized access prevention.

KEYWORDS: Smartphone security, mobile theft detection, intrusion detection, offline SMS alert, face recognition,
SIM change detection, GPS tracking, Cloudinary, Android security.

L. INTRODUCTION

Smartphones have become an integral part of modern life, serving as primary devices for communication, banking,
education, business, and storage of personal information. They contain sensitive data such as passwords, financial
records, private messages, photographs, and access credentials to online services. As smartphone dependency continues
to grow, device theft and unauthorized access have emerged as serious security concerns. Losing control of a
smartphone can result not only in hardware loss but also in privacy breaches, identity theft, and misuse of confidential
information.

Most smartphones rely on conventional authentication mechanisms such as PINs, passwords, pattern locks,
fingerprints, and facial recognition to restrict unauthorized access. Although these methods provide an initial layer of
protection, they mainly focus on preventing entry rather than responding intelligently to suspicious repeated access
attempts. If an intruder repeatedly enters incorrect credentials, many existing systems simply lock the device
temporarily without collecting evidence or notifying the legitimate owner. This limitation reduces the chances of timely
action and device recovery. To address these challenges, this paper presents DarkShield, an advanced Android-based
mobile intrusion detection and anti-theft system designed to proactively monitor suspicious unlock attempts and
generate real-time alerts. When repeated incorrect PIN or password entries are detected, the system automatically
captures the intruder’s image using the device camera, retrieves the current GPS location, and uploads the captured
evidence to Cloudinary to generate a secure image URL. The system then sends notifications to trusted contacts
through SMS and email. SMS alerts contain the location and image link, while email alerts include detailed
information with the captured image attached.
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DarkShield is further enhanced with an offline SMS alert mechanism to ensure notifications can still be delivered when
internet connectivity is unavailable. In addition, the system provides SIM change detection, where unauthorized
replacement of the device SIM card is identified and the new carrier details are sent to the registered trusted contact.
This feature improves the chances of tracing the device after theft. Another major challenge in intrusion detection
systems is false alerts. In some situations, the legitimate owner may accidentally enter an incorrect PIN, which could
unnecessarily trigger notifications. To overcome this issue, DarkShield integrates a machine learning-based face
recognition module. After a failed unlock attempt, the captured face image is compared with the pre-registered
authorized user’s face data. If the face matches the legitimate owner, alerts are suppressed; otherwise, the system
confirms unauthorized access and triggers notifications.

By combining intrusion image capture, location tracking, cloud-based evidence storage, offline and online alerts, SIM
monitoring, and intelligent face verification, DarkShield provides a comprehensive smartphone security framework.
The proposed system aims to improve theft detection, reduce false alarms, support rapid response, and enhance the
overall security of Android mobile devices.

II. LITERATURE REVIEW

Mrs. E. Shalini and Dr. V. Shanthi [1] introduced a location-based anti-theft image capture application with culprit
identification for smartphones. The system combines GPS tracking with intruder image capture to help owners trace
stolen devices and identify unauthorized users. It improves evidence collection during theft incidents and enhances the
chances of device recovery.

Godavarthy Sri Padma Praneeth et al. [2] developed an intruder detection and email alerting system that automatically
captures images during suspicious access attempts and sends alerts to the owner through email notifications. The
proposed system enables remote monitoring and provides quick evidence sharing to the rightful user. It also improves
user awareness by instantly reporting unauthorized access attempts. The captured evidence can assist in identifying the
intruder and support further investigation. However, the system mainly depends on internet connectivity for timely
email delivery.

Mrs. Priyanka Gupta et al. [3] proposed an anti-theft device tracking system focused on monitoring smartphone
location and assisting users in recovering lost or stolen devices through tracking mechanisms. The system increases
recovery possibilities by continuously updating device coordinates and movement status.

Mattipelli Sandeep Kumar et al. [4] presented a forensics activity logger to extract user activity from devices. The
system records smartphone activities and provides digital evidence useful for post-incident investigation and forensic
analysis. It supports investigators in identifying suspicious actions performed on compromised devices.

P. Preethi et al. [5] introduced a theft alert call and SMS system that sends immediate notifications through calls and
text messages during theft incidents, especially when internet connectivity is unavailable. The system ensures faster
communication with the owner and improves response time during emergencies.

III. PROBLEM STATEMENT

The widespread use of smartphones for digital payments, personal communication, academic work, and access to
online services has made them valuable targets for theft and misuse. A stolen or compromised smartphone can expose
sensitive information such as banking data, private files, saved credentials, and personal contacts. Protecting mobile
devices has therefore become a critical security requirement. Existing smartphone protection methods are largely
limited to screen-lock authentication such as PINs, passwords, patterns, or biometrics. While these mechanisms attempt
to block unauthorized access, they do not actively respond when suspicious attempts occur. If multiple wrong unlock
attempts are made, many devices simply delay further access attempts without collecting evidence or informing the
owner. Another challenge is the lack of dependable alert mechanisms during theft situations.

Internet connectivity may be unavailable, disabled, or restricted, causing cloud-based notifications to fail. Similarly,
unauthorized SIM replacement is a common tactic used after theft, yet many systems do not monitor SIM changes or
notify trusted contacts about the new network details. False alarms are also a practical concern. The legitimate owner
may occasionally enter an incorrect PIN, which can trigger unnecessary alerts in conventional systems. Without
intelligent verification, repeated false notifications reduce user confidence and system usefulness.
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Hence, there is a need for a smart mobile security system that can identify suspicious failed unlock attempts, capture
evidence of the person attempting access, share location details, deliver alerts through multiple communication
channels, detect SIM replacement, and intelligently distinguish the legitimate owner from an intruder. Such a system
should improve theft response time, reduce false alerts, and strengthen overall smartphone security.

IV. RESEARCH METHODOLOGY

The proposed DarkShield system follows a modular Android-based security architecture designed to detect
unauthorized access attempts, collect evidence, verify user identity, and notify trusted contacts in real time. The
methodology combines mobile sensing, cloud integration, communication services, and machine learning techniques to
provide a complete anti-theft solution.

A. SYSTEM ARCHITECTURE
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Fig.1. Architecture of the DarkShield Smartphone Intrusion Detection Framework

The proposed DarkShield system adopts modular Android-based architecture for real-time detection of unauthorized
access attempts, evidence collection, alert generation, and secure event management. The system operates
automatically with minimal user intervention and consists of five functional modules: Authentication Monitoring
Module, Evidence Collection Module, Alert Notification Module, SIM Change Detection Module, and Forensic
Logging Module.

The workflow begins with the Authentication Monitoring Module, which continuously monitors device unlock
attempts such as PIN, password, or pattern inputs. When repeated incorrect attempts exceed the predefined threshold,
the intrusion response process is triggered. The Evidence Collection Module captures the current user image using the
front camera and retrieves the real-time device location through Android location services. The captured image is
securely uploaded to Cloudinary, where a unique evidence URL is generated.
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The evidence is forwarded to the Alert Notification Module, which sends notifications through SMS and email. SMS
works offline, while email is sent when internet is available. Simultaneously, the SIM Change Detection Module
compares the current SIM with the registered details. If a mismatch is detected, an immediate alert is generated.

Thus, DarkShield provides an integrated workflow of authentication monitoring, evidence capture, alert
communication, SIM monitoring, and secure logging for smartphone anti-theft protection.

AUTHENTICATION MONITORING MODULE
This module continuously monitors device unlock attempts such as PIN, password, or pattern entries. Failed attempts
are counted and compared with a predefined threshold. When the limit is exceeded, suspicious activity is detected and
the intrusion detection workflow is triggered. To reduce false alerts, the captured face is compared with the registered
authorized user.

Trigger condition:

, Yes, W =2
Trigger = {No W<?2

Where W represents the number of wrong unlock attempts.

Face verification decision:

Authorized, M >T

Access = { Intruder, M <T

Where M is the face similarity score and T is the matching threshold.
The module achieved an accuracy of 98%, with an average trigger response time of less than 1 second. The threshold
used for intrusion detection was 2 wrong attempts.

EVIDENCE COLLECTION MODULE

Once suspicious activity is detected, this module gathers real-time evidence from the device. It silently activates the
front camera to capture the current user image and retrieves the real-time geographical location using Android location
services.

The captured image is then uploaded securely to Cloudinary, where a unique evidence URL is generated for remote
access and alert sharing.

Capture success rate:

Successful Captures
Capture Rate = - X 100
Triggered Events

Location retrieval formula:

Location = (Latitude, Longitude)
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Where Latitude and Longitude represent the current GPS coordinates of the device. The module achieved an accuracy
of 95%. The average image capture time was 1-2 seconds, while the cloud upload time was 6.22 seconds.The
generated outputs include the captured image, GPS location, cloud evidence URL, and forensic log.

ALERT NOTIFICATION MODULE

This module sends notifications to trusted contacts through SMS and email whenever an intrusion is detected. SMS
alerts operate in offline conditions through the cellular network and include location details with the evidence link.
Email alerts are sent when internet connectivity is available and contain detailed intrusion information with the
captured image.

Alert delivery rate:

Delivered Alerts
Sent Alerts

Delivery Rate =

Response time formula:

Tatere = Treceivea — Ttriggered

The module achieved an accuracy of 97%. The average SMS delivery time was 0.12 seconds, while the email delivery
time was 12.26 seconds. The generated outputs include SMS alerts, email notifications, and the evidence link.

SIM CHANGE DETECTION MODULE

This module monitors the currently inserted SIM card and compares it with the registered SIM information stored
during setup. If the registered SIM is inserted, no alert is generated. If a new or unauthorized SIM is detected, the
system immediately sends an alert containing the current carrier or network details. It helps users quickly identify
unauthorized SIM replacement attempts after theft. The module operates automatically in the background without
requiring user intervention.

Detection rule:

No Alert, SIMcurrent = SIMregistered

Status = {
Alert, SIMcyrrent * SIMregistered

The module achieved an accuracy of 99%. The response time was instant and event based. The generated output
includes a SIM change alert with carrier or network details.

.FORENSIC LOGGING MODULE

This module stores all security-related events in the Android Room Database for future reference and investigation.
Logged records include failed unlock attempts, timestamps, GPS coordinates, SIM change events, alert status, and
evidence image URLs. The stored data enables efficient retrieval of past incidents and supports forensic analysis.

Logging formula:

Recordsy,,, = Records,; + 1

Where Records_old is the existing number of stored logs and Records_new is the updated count after a new event is
recorded. The module achieved 100% successful local log storage during testing. The average logging time was less
than 500 milliseconds. The storage method used was Room Database.
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VI. CONCLUSION AND FUTURE ENHANCEMENTS

The proposed DarkShield system successfully demonstrates an effective solution for smartphone theft detection and
unauthorized access prevention. By integrating custom authentication, wrong PIN detection, intruder image capture,
GPS location tracking, cloud evidence storage, SMS and email alerts, SIM change detection, face verification, and
forensic logging, the system provides multi-layered mobile security. Experimental results confirmed reliable
performance, fast response time, and high accuracy across all major modules. The developed system offers practical
real-time protection and enables users to respond quickly during theft or intrusion incidents.

Future versions of DarkShield can include improved machine learning models for more accurate face recognition under
different lighting conditions and face angles. Live location tracking can be added for continuous device movement
monitoring. A secure user account login system can enable cloud synchronization and remote access to alerts and
evidence. Fake shutdown or crash screen mechanisms can be introduced to mislead intruders while background
monitoring continues silently. Additional enhancements such as remote lock, remote wipe, smartwatch alerts, web
dashboard monitoring, multilingual support, and battery optimization can further strengthen the overall system.
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