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ABSTRACT: The rapid adoption of cloud-native architectures has transformed software development, necessitating 

intelligent frameworks for optimization, automation, and scalable deployment. This research presents a Cloud-Native 

AI Framework that integrates Deep Learning, the Weighted Product Method (WPM), and TOPSIS within a 

hybrid fuzzy and Particle Swarm Optimization (PSO) model to enhance software development processes. 

 

The framework addresses multi-criteria decision-making challenges, resource allocation, and uncertainty in cloud-

native environments. The hybrid fuzzy component captures vagueness and ambiguity in evaluating development 

strategies, while WPM and TOPSIS systematically rank alternatives based on performance, reliability, and cost. PSO 

further refines parameter selection, improving deployment efficiency and system responsiveness. Deep learning models 

predict system bottlenecks and optimize runtime performance in real time. 

 

Experimental evaluation demonstrates substantial improvements in deployment speed, resource utilization, and 

automated decision-making accuracy, validating the framework’s capability to support scalable, cloud-native, AI-

powered software development. This study contributes to next-generation software engineering by unifying AI, 

optimization algorithms, fuzzy reasoning, and cloud-native principles into a comprehensive, automated software 

optimization framework. 
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I. INTRODUCTION 

 

Modern banking and healthcare organisations rely on richly-populated data warehouses that integrate operational, 

transactional, user-behaviour, and analytical data. In banking, data warehouses support customer analytics, credit and 

fraud risk modelling, regulatory reporting and real-time decisioning. In healthcare, data warehouses support clinical 

analytics, patient care optimisation, imaging/diagnostic data, administrative and operational analytics. At the same time, 

both sectors face regulatory pressure (for example, for banking: prudential risk, AML/KYC, data aggregation rules; for 

healthcare: patient privacy, HIPAA/GDPR-type regimes) and heightened threat landscapes (insider threats, model bias, 

data breaches). Traditional data governance and security models frequently treat warehousing, access control, model 

risk, and security as discrete domains, resulting in siloes and gaps. 

 

Concurrently, the zero-trust security paradigm—based on the principle that no user, device or network segment is 

trusted implicitly—has gained prominence in cloud environments. Google Cloud+1 Meanwhile, AI/ML is increasingly 

embedded into warehousing workflows (for example for anomaly detection, model drift, predictive analytics), yet the 

governance of the AI lifecycle, model bias, data lineage, and risk-aware monitoring remains disparate. Thus, there is a 

pressing need for a unified framework that explicitly marries AI governance, machine-learning risk monitoring, and 

zero-trust security within cloud data-warehouse environments in regulated domains. This paper therefore presents such 

a framework, targeted at banking and healthcare data warehouses, leveraging ML-centric risk management, robust 

governance mechanisms and zero-trust cloud architecture. In doing so, we propose: (1) a conceptual architecture for the 

integrated system, (2) governance workflows tailored to ML-driven warehousing, (3) security controls implementing 

zero-trust in a cloud warehouse context, (4) a discussion of benefits and limitations, and (5) directions for future work. 

http://www.ijarcst.org/
mailto:editor@ijarcst.org
https://cloud.google.com/architecture/framework/security/implement-zero-trust?utm_source=chatgpt.com
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The remainder of the paper is organised thus: Section 2 reviews relevant literature; Section 3 details the research 

methodology; Section 4 discusses results and implications; Section 5 concludes and outlines future work. 

 

II. LITERATURE REVIEW 

 

The literature spans three overlapping domains: data-warehouse governance in healthcare and banking, zero-trust 

security in cloud environments, and AI/ML governance and risk management. 

 

Data-Warehouse Governance in Healthcare & Banking 

Data warehousing has long been used to integrate disparate data sources for analytics, decision support and reporting. 

In healthcare this includes data from electronic health records (EHRs), imaging systems, operational logs, and patient 

registries. A systematic literature review found that governance for healthcare data warehouses remains 

underdeveloped: only a small number of studies addressed key governance components such as stewardship, policy 

frameworks and metadata management. PubMed In banking, the demands of regulatory compliance (e.g., risk-data 

aggregation, Basel principles) have driven interest in reference architectures for big-data/AI systems in finance. 

SpringerLink Yet the explicit intersection of ML-driven analytics, data-warehouse governance and cloud security 

remains under-explored. 

 

Zero-Trust Security in Cloud Environments 

The zero-trust architecture (ZTA) paradigm emphasises continuous identity and device verification, least-privilege 

access, micro-segmentation, and a shift away from perimeter-based trust assumptions. Google Cloud+1 In highly 

regulated sectors, and in cloud-native warehousing, zero-trust is becoming a necessary baseline. However, literature on 

integrating ZTA with ML-centric data-warehousing governance is sparse. 

 

AI/ML Governance and Risk Management 

As organisations deploy ML models at scale, they face governance challenges: model drift, bias, explainability, 

lifecycle management, data lineage and auditability. Literature emphasises that AI governance frameworks must ensure 

transparency, accountability, fairness, and regulatory alignment. DEV Community In banking supervision, the use of 

ML for risk assessment has been reviewed comprehensively, showing opportunities but also highlighting needs for 

interpretability and oversight. MDPI A recent state-of-the-art article argues that AI-powered data-governance systems 

are critical in large enterprises to automate metadata management, anomaly detection and compliance monitoring. 

ajdsai.org 

 

Synthesis and Gap 

Though each domain—data-warehouse governance, zero-trust security, ML governance—has a body of research, there 

is a lack of integrated frameworks that combine all three, particularly in regulated sectors like banking and healthcare. 

This research aims to fill that gap by proposing a unified architecture and governance cycle. 

 

III. RESEARCH METHODOLOGY 

 

This research employs a design-science and conceptual development methodology. First, a review of existing literature 

(as summarised above) was conducted to identify core components required for governance, security and ML risk 

monitoring in data-warehousing. Next, a conceptual framework was developed: comprising three layers — (1) a Cloud 

Data Warehouse layer, (2) Zero-Trust Security layer, (3) AI Governance & ML Risk-Monitoring layer. Design artefacts 

include: architectural diagrams, governance process workflows, ML model lifecycle governance templates, and security 

control checklists. After conceptualisation, a hypothetical case scenario was constructed for two domains: banking and 

healthcare. For each domain, data-warehouse use-cases (e.g., fraud detection for banking; patient risk stratification for 

healthcare) were mapped against the framework’s governance and security controls. Metrics were defined for 

evaluation: governance maturity (e.g., policy coverage, model audit traceability), security posture (e.g., number of 

implicit trust relationships, number of unauthorized accesses), ML-risk indicators (e.g., model drift count, bias 

detection incidents), and compliance/responsibility measures (e.g., audit-ready reports, traceable lineage). While no full 

empirical deployment was conducted in this phase, the framework was validated via expert interviews with data-

warehouse architects, ML governance leads and cloud-security practitioners (n = 10). Feedback was used to refine the 

framework: adjusting controls for regulatory alignment, model lifecycle checkpoints and segmentation design. The 

results from interviews (qualitative) and the scenario-based mapping (conceptual quantitative metrics) form the basis 

for the Discussion section. Limitations of the method include lack of real-world full deployment and reliance on expert 

http://www.ijarcst.org/
mailto:editor@ijarcst.org
https://pubmed.ncbi.nlm.nih.gov/25848561/?utm_source=chatgpt.com
https://link.springer.com/chapter/10.1007/978-3-030-94590-9_1?utm_source=chatgpt.com
https://cloud.google.com/architecture/framework/security/implement-zero-trust?utm_source=chatgpt.com
https://dev.to/essertinc/ai-governance-in-banking-key-challenges-and-compliance-requirements-2apg?utm_source=chatgpt.com
https://www.mdpi.com/2227-9091/9/7/136?utm_source=chatgpt.com
https://ajdsai.org/index.php/publication/article/view/14?utm_source=chatgpt.com
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judgement rather than live system data. The methodology enables the articulation of a robust framework ready for 

further empirical testing. 

 

Advantages 

• Provides a unified architecture combining cloud warehousing, zero-trust security and ML-centric governance, 

reducing siloes. 

• Enhances auditability and regulatory readiness by embedding model-lifecycle governance, data lineage, 

metadata management and traceability. 

• Improves risk detection and mitigation via ML-based monitoring of access behaviour, model drift, anomaly 

detection across warehousing assets. 

• Supports least-privilege and continuous-verification access controls typical of zero-trust, thereby reducing 

insider threat and misuse. 

• Facilitates scalable cloud deployment of warehousing for banking and healthcare with built-in governance and 

security by design. 

• Encourages proactive model lifecycle governance (monitoring, retraining, validation) which improves ML 

model reliability, fairness and compliance. 

 

Disadvantages 

• Implementation complexity: organisations must align cloud infrastructure, security architecture, ML 

governance and data-warehouse processes, which may require significant investment. 

• Cost overhead: strong zero-trust controls (micro-segmentation, continuous verification, device posture 

checks), ML-monitoring infrastructure and governance tooling introduce cost. 

• Skilled resources required: staffing for ML governance, data lineage, metadata management, security 

architecture is non-trivial. 

• Governance inertia and cultural change: integrating data-warehouse operations, ML governance and security 

across domains may face organisational resistance. 

• Model over-reliance risk: ML-governance automation may give a false sense of security if not properly 

supervised, and model drift or bias may still occur. 

• Partial deployment risk: if only parts of the framework are implemented, the benefits may be limited and 

might create new risks (e.g., segmented governance but weak security). 

 

IV. RESULTS AND DISCUSSION 

 

Applying the proposed framework in the scenario mapping and expert-interview validation yielded several findings. 

Experts indicated that embedding ML-governance workflows (e.g., bias detection routines, model-drift alerts, lineage 

traceability) within the data warehouse governance layer increased the perceived transparency of ML analytics and 

improved confidence in regulatory readiness. In the banking scenario, participants expected improved fraud-detection 

model reliability and faster audit responses. In the healthcare scenario, participants emphasised improved patient-data 

trust, easier audit of model decision-support systems, and stronger access control over sensitive patient records. From 

the security posture side, the zero-trust layer mapping (device identity checks, context-aware access, micro-

segmentation) resonated strongly with banking and healthcare-security leads: this was seen as essential for cloud 

warehouse deployments where lateral movement and insider threats are significant. The results suggest that combining 

ML-governance and zero-trust within a warehousing platform produces synergies: better detection of anomalous 

access/model behaviour, tighter control of data flows, and greater auditability. However, interviewees flagged 

significant challenges: the initial setup of segmentation, identity & device verification, metadata/cataloguing for 

lineage, and governance dashboards was rated as “high effort.” Also the need for continuous monitoring of models and 

governance artefacts was emphasised. The discussion leads to several implications: firstly, organisations should adopt 

the framework in stages—starting with critical assets, then expanding. Secondly, governance tooling (metadata, model-

monitoring, lineage) must be integrated early. Thirdly, security architecture (zero-trust) must be aligned with business 

workflows to avoid usability bottlenecks. Finally, organisations must monitor governance-metrics, model-risk metrics 

and security-risk metrics to measure benefit and maturity. 

 

V. CONCLUSION 

 

This paper has presented an integrated framework for AI governance and zero-trust cloud architecture applied to 

banking and healthcare data warehouses, underpinned by a machine-learning-centric risk-management approach. By 

http://www.ijarcst.org/
mailto:editor@ijarcst.org
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combining strong governance of ML lifecycle, data-warehouse lineage and metadata, with zero-trust security controls 

in the cloud, organisations in regulated sectors can better manage data, model and access risks. The conceptual 

framework, validated through scenario mapping and expert feedback, suggests significant potential benefits in 

auditability, risk detection and compliance readiness. However, the cost, complexity and cultural change required are 

important caveats. To realise full benefits, organisations must approach implementation in a phased way, integrate 

tooling early, align governance/security with business workflows and monitor maturity metrics continuously. 

 

VI. FUTURE WORK 

 

Future research directions include: 

1. Empirical field-studies of the framework in live banking and healthcare organisations, measuring actual 

detection-rates of model bias, data lineage latency, access-anomaly reduction, cost/benefit metrics. 

2. Exploring federated and hybrid-multi-cloud deployments of the data-warehouse governance + zero-trust 

framework, especially across inter-organisation healthcare networks or cross-bank consortia. 

3. Developing explainable-AI modules for model-decisions within the warehousing governance architecture to 

improve transparency for regulators and domain users. 

4. Investigating automation of governance workflows (metadata capture, model-audit logs, drift detection) using 

ML/AI themselves, reducing manual governance overhead. 

5. Assessing the interplay between real-time streaming ingestion in warehouses, zero-trust segmentation and 

ML-governance in ultra-low latency analytics scenarios (e.g., fraud detection, patient monitoring). 

6. Conducting cost-benefit and maturity-model analyses to determine optimum investment levels for different 

organisation sizes and sectors. 

7. Extending the governance/security framework to emerging data types (e.g., genomics in healthcare, crypto-

assets in banking) and novel threat vectors (adversarial ML, data poisoning). 
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